
Help others bypass
Censorship  

1.
Would you like to help

people in restrictive
countries to bypass

censorship?
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IMPORTANT THINGS TO CONSIDER:

2
It is possible, and you can
do it in a very easy way

with the Orbot app!
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Tap “Activate.” Done! 

Now, other Tor users can
connect to the Internet

through your Snowflake
proxy. 

Orbot

First, download and
install the Orbot app

from Google Play, Apple
Store or F-Droid.

Google
Play

App
Store

F-Droid

From the main screen,
tap on the heart icon

at the bottom. 

Data:
You will be sharing

your internet
connection with users

connecting to your
device to bypass
censorship, so be

mindful of your data
when is activated. 

Battery:

While Kindness Mode
is activated, Orbot will

be running in the
background which
might reduce your

battery life.
Choose between:
Only on Wifi
Only when charging

IP Address:
When you become a

Snowflake proxy your
real IP (linked to your
physical location) will

be shared with the
Snowflake Broker (

operated by  the Tor
Project) and it would
also be visible to the
entry node in the Tor

Circuit.

Learn More:


